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CCTV policy

Introduction
This policy sets out the arrangements for the use and management of Closed Circuit Television (CCTV) within the estate of the Honourable Society of Lincoln’s Inn (the Inn) to ensure that the Inn complies with the UK GDPR, the Data Protection Act 2018 and other relevant legislation. 
The Inn uses CCTV on its premises for safety and security purposes.[footnoteRef:1] The images of individuals, vehicles and registration numbers recorded by our CCTV cameras are personal data. The Inn processes personal data in line with data protection laws and its privacy policy.  [1:  In accordance with Article 6 lawful basis for the processing of personal data under the UK GDPR.] 

This policy applies to all staff, members, students, tenants and residents of the Inn and anyone visiting our premises.  
Reasons for the use of CCTV
The Inn uses CCTV for the following legitimate business purposes:
· the personal safety of employees, members, students, tenants, residents, visitors and other members of the public; 
· to monitor the security of the Inn’s premises and buildings;
· to prevent crime, protect buildings and assets from damage, disruption or vandalism;
· to support law enforcement authorities in the prevention, detection and prosecution of crime;
· to assist in day-to-day management, including ensuring the health and safety of staff and others;
· to assist in the effective resolution of disputes which arise in employee disciplinary or grievance proceedings;
· to assist in any civil litigation, including employment tribunal proceedings or personal injury claims following an accident;
· to assist with parking management issues; and
· to assist in the monitoring and deployment of employees during emergency situations.
How we operate CCTV
CCTV systems operate 24 hours a day.
CCTV cameras monitor public roadways, car parks, courtyards, public-facing and staff offices and the Inn collegiate buildings including the Treasury Office building, Old Hall and Chapel.
Images are monitored by authorised personnel.
Signs are displayed at all entrances to the Inn, making it clear that CCTV is in operation. The signs explain why the Inn uses CCTV and who to contact to raise any queries. 
No CCTV cameras are placed in areas where there is an expectation of privacy (for example properties occupied by tenants or residents). 
The ongoing use of CCTV cameras at the Inn shall be reviewed regularly to ensure that use remains necessary and appropriate. 
A data protection impact assessment (DPIA) shall be carried out prior to introducing any additional surveillance system, including placing a new CCTV camera in any new location. 
CCTV cameras and data recorded remain the property of the Inn. The Inn, as the data controller, is responsible for the CCTV system and how the data recorded is used, stored and protected. 
Storage, retention and erasure of data gathered by CCTV 
Data recorded on the CCTV system is stored digitally on a secure, third-party cloud server. The Inn will take all reasonable steps to ensure that the cloud service provider maintains the security and integrity of the data, in accordance with data protection legislation. 
Recorded images shall only be viewed by authorised members of staff. 
Unauthorised access, copying or sharing of CCTV data is prohibited. 
No data from the CCTV system shall be posted online or disclosed to the media. 
In the event of disciplinary or grievance proceedings, data recorded may be accessed by the HR team and the relevant Investigating Manager, if necessary. Data may then be disclosed as evidence for disciplinary or grievance proceedings.
Images will normally be kept for a maximum of 90 days but may be kept for longer in some circumstances, such as for use in an accident investigation, disciplinary investigation and/or legal proceedings. 
Data recorded by the CCTV system and any hard copies shall be permanently and securely deleted once they are no longer required for the purpose for which they were collected. 
The DPO will maintain a log of when CCTV data kept for longer than 90 days is deleted. 
Roles and responsibilities
The Data Protection Officer (DPO) has overall responsibility for ensuring compliance with relevant data protection laws and the effective operation of this policy. 
The Chief Porter/Deputy Chief Porter are responsible for the day-to-day management and operation of the CCTV system across the Inn, including the storage of data recorded and facilitating access to viewing images when investigating an incident or suspected incident. 
The Wardens are responsible for monitoring CCTV footage to detect and prevent crimes and other incidents and for responding promptly to incidents that have been identified on CCTV monitors.
Requests for disclosure 
Data from CCTV cameras shall not routinely be disclosed to other third parties, unless there is a valid legal basis or an overriding legal obligation. Any such requests will require the express permission of the DPO. 
Law enforcement authorities (e.g. police or other law enforcement officials) may be given access to view CCTV data for the purposes of prevention, detection or prosecution of crime. Solicitors or insurance companies may also request footage on behalf of a client for civil proceedings or an insurance claim. Requests should be made by contacting the DPO at Data.Protection@lincolnsinn.org.uk. 
The DPO will maintain a log of all disclosures of CCTV data. 
Subject access requests (SAR)
Under data protection legislation, individuals may make a request for disclosure of their personal information. This could include CCTV images. This is known as a data subject access request. 
Requests for CCTV images should be made by completing the’ CCTV Subject Access Request’ form and submitting it to the Data Protection Officer at Data.Protection@lincolnsinn.org.uk. 
Images of third parties shall be obscured when disclosing CCTV data in response to a SAR, where it is considered necessary to do so. 
The DPO will maintain a log of all CCTV disclosures in response to subject access requests. 
Further information
The Inn’s DPO can be contacted with any questions about how the Inn uses personal information. You can contact the DPO in writing, by email or by phone: 
Post: Data Protection Officer, The Honourable Society of Lincoln’s Inn, Treasury Office, Lincoln’s Inn, London, WC2A 3TL.
Email: data.protection@lincolnsinn.org.uk
Phone: 0207 405 1393
Complaints
If you have any concerns about how the Inn uses of your personal information, you can contact the DPO at data.protection@lincolnsinn.org.uk. 
You can also complain to the Information Commissioner’s Office (ICO) if you are unhappy with how the Inn has used your data. You can find further information and contact details on the ICO’s website at: https://www.ico.org.uk.
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